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E^l^, ^Iflsl E5j]^E C-llolE|S.-^Ei ^El-C-HolE] ^il-fr -*JH *Hr &7%Q 

E-j ^ ^ til- -M*M ^*fl ^>-g-^ ESfl^B cflolE^ E^-8: M-El-vfl^ tiHEi ^ 

£ 6 
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BflEj-cflo]^ ^ {Method for managing metadata } 
£ l£r oflEl-cflolBl o]# efl^ ^^S>7l ^tb 

5L 2fe #^ Tll^ofl^ ^flE^H^ ^ 51^ 

£ 4fe <#«<HJ= ^ti^H^I a^joli-j eflig ol^^l ^>-g-s]fe SOAP 

S. 5tt DflBl-c-l)olE^ °l-g-^r ^IeHHeI £-ff- ^ 

51 7^ -g- <H ^Al^oii oj-s ^Ej-ciHEi l-e^ol^H^l^^ TJflE}c-1)o-|E| ^-e) 

£ 8-^ ^^S] ^A^H t^e^H^ ^ Ai^oflA^ v\] E} cfl o] E^ ^ 
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£ 10£ ^iHfr *fl>t3 3^ £.*l*Rr H£ 

£ ll^r ^B^^l SOAP ijflAH-t £A|*Hr 51^ 

<13> ^t^M^H *l^olH, ^^H^H SgE ^ ^4 ^WH^ 

Tfl service provider #eW?im ^>*13. afl^^r. o]e^ ^ ^1^3 

eMSiB^r ^^-g-sl-^ h|c}_o ^ ^nfl = ( video on demand: *\*}^ 
<is> *i^, 2]e ^ 9X°]*)^, t^l^B #*HH A r-§-3fe ^^M^W 

44-5 



1020030013002 #^ 2003/4/2 

<16> ^-7] ^ ^A^-i: ^§1-71 ^EfcilolE^ ol^o] & 

**Hr S.^ *vq-. 

<17> lEtl, ^A]^ DflEHHEi^ o]s.<^^c^ s^. 

<18> ^-7] ^£ ^E^H^l A^oflA^ t^E^H^ ^ ^ ofl olc^ , 

314, #7] ^HflZI^H CflolE^^-Ei *flE]-HHE| ^if A^^j.^ 

#7l HaflZI^H C}]o)E^ ^>7l ^£ nfl^^olEi ^J±# #7l ^Eft-fl o] E^ 

3iL4 M #^*Hr #311- 3L^«Hr ^ «<HH ^£4. 

<19> S&tl, #7l "H^MM^* ^^]Sf^- #Ej-o]o|Eo]lA^ oJlEj-c-llolE^ ^E] 
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^>-g-*H "WH^i ^^L» ^*Kr #31^, #7j -^s) "fl^HH^ ^ ^iL 

<20> fE^T, °\Wv\]o]B\^ ^SRr ^^ol^EollA^ DflEfdlolEi 

^ ^Ji, H^ZL^B tiHEi^ E]-^# M-Bl-vfl^ C^jolE^ « 7$$-, A] 
^ ^ ^SSj-€ *fll ^J^l* ^*Hr ^74)Sf ( ^-7] ^A]^ nflEfCllolEi £^ 

^B cflolE^ tfl-g-trRr CflolE] ^^.1- A>-g-^ ^El-CflolEl ^*Rr 

#31^, A oM ^JlS^ *fll ^51-711- ^-71 #5^-ol<yH^l 7-RV3g ^2 ^Sj- 

7l# A}-g-^ ^S^Rr ^7l DflEfdlolE^ ^tL<% 

*lU «£JL51-71!- ^l^r-flolEl ol^ A^ a^a^Kt ^TflS}-, >^7l ^€ 

TJflEKiHEi A^ ^^sj. ^- 7l +X\Q nllE>cflolEl A^ ^Ji^. ti^H, ^7] 

^EfcflolE^ o]^ oJJjL^. #7l)# j£f-*Rr ^E) ojsfl 

<21> ^ *rx$d\] n^-s. ^1^-^olEl o]^ ^r%6\j%7\ *\U\3,%-&\ #eH<?!BB # 

£r °flEHH3 s^jE afl^^S.^ 3^3-^ £31.^0^ 91^}7] ^ 
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< 22 > *r*±x}7\ DflBj-c-llolE^l- ^r^l^ ^-f, =t^1€ ^MdH^ ^(authentication) 

<23> eflnHH Si 9l^-£: efl 1 ! 0 !!^^! "fl^l^l (message source), ^W^l # 

^(message integrity), ^ *IH*1 7l^(message conf idential ity)°H tfltr 

< 24 > efl^oflA^ Dfl^^l o]^o. pflA^l, ^ DflEHH&l s.^H# ^ 

lofl £Al^ h>o^- ^-ol ( uHEq-cflo] -if-^lB ^l^Kmetadata content provider )( 120) 7> 
^T-fl^JI, SK €31^4 A^tili ^^>(140)7> ^fllsRr ^-f , 

(160)7} ^sRr ^E^H^ A«=fl tflt!: 3llHH^ *1W*1 ^ A i u l^ ^1 

^>(140)7> ^WH^l A» -teMoj B(16 o)3. ^M^Hr ?H1 ^tb <?1^* 3*1^4. 

<25> atr, ^ elUHH^ nflAl^l 7j-^^ofl cfltb ^1^X140)3.^ # 

B}olojE( 160 )S. cflEl-r-llolEi A7> ^ ^ ^ ^ ^^o] &ojc^ ^ o}^} 

<26> ]£*r, ^ efl^oflA^ ^1^1 *1 7)^^} tfltr °I^r A i y l^ *f|**K 140)3.^ # 

eM£B( 160)3 DflEl-c-llolEl A7} ^ 3^ ^7flSl^ #iri=Hr ?1 -§r <>]^Rr 31 

ojcj-. ol&|tr zfl*MM3 ol^o. TCP/IP ssS.#^7.ioi SSL/TLS <£ulBj#, IEEE 
1394 HS£«^lA-l5l DTCP <£3L€\^, ^ DVI H^S.*^^ HDCP <gJL£\^-°\] ^*fl 
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<27> ii eflHIMMsl <y^-8r ii ^(source levelHH 

(120)7> ^^5>ZL ; SK ^1^>(140)7"1- ^£5. ^7])*Hr m^\r 

cfl o] ^ s^lH ^^>(120)7]- *fl# pflBHH^ A» #e}-°l<aB(160)3- ?H 

(120)3.^ #E|-o1che( 16 o)S A7> 5L^ <H tt) *V 

(120)S-^Ei #E|-o]oiB(160)5. ^E}cflolEi &7} ^ £^ ^7fl£]^ 8fe mr 

<31> 4^1, ^•Si^S] pflEfcflolE^ <y^o] Ol ao] ^-fofl^r ^llHH^ 

<32> £ 2(a), (b), ^ (c)tt Z]-^ 5^*1^ #3 *WH&I 
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<33> £ 2(a)£r 311 91^) ^fl^-i- ^1*>^ ^4. 31 

cq oi-o. £ 2(a)o11 zf^cq ^ sfl^lrofl x*\n o)^^ t ojs. 4^1^- 

XML El-^olcf. 

<34> £ 2(c)xr ^ i« °J^1 A>-§-£j^ ^EHiHEi-i- £ 2(c)^ *W1 

o)B\^ SjAE XML Br°J°14. 

<35> S. 2(b)^r t^^l ^ ^*H1» il^^l ^th "A^HM^ ^HeI fifl^ 

(metadata container level) ^ ^^MM^ ^olvif ^a]^. o}^ 

<36> £ 3£r ^ y o V ^ ^^H^l ^lBMHEi Sfl^ °l^ofl A>-g-JE]^ u\] E)- cfl o] E^ 

<37> £ 3ofl ^-O], ^Ej-dlolE^ SEl|omH ^ > ^eflzL^E HH El 

(fragment data), ^ "II&MHbI ifsH, ^"Hl^r ^l^^o] 

<38> ^}o] ^iL^ *fll *1H ^iL F_l, *)12 *1H 31 J± F_2, ^13 *1M ^a. F_3, *fl4 

*1H F_4, ^ ^15 3)Ji F_57> 51 o.^, ol-s. *flc^ ^^.1-^ s}i42l Aljr 

<39> ^1 *\)o] xjjjL F_l^ Sfl^ ^r^Vb ^lEHiH^ HeflZL^iH dl^E^l 

sfl^olcj-. xjflEl-^olE^ tl^* ^tl" "J-^-OS-^r °]^<H ^^li *lH(media 
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authentication code: MAC) SE^ ^Jie^Cdigital signature algorithm: 

dsa) %-°) sm. 

<40> ^12 *1]<H ^iL F_2^ ^HH^I ^Bfloju] efl^ollA^ o]^ ^^*>7l ^*fl 

<«> *)1 3 *)H ^ Ji F_3^r F_2°fl *fl ^ S\ jl E) # o] cj] Eft-)] o] E-) ^Efl o] u) ofl ^ 

n^B ^He^ ^Hfl^«-Ei XML ^ ^Ji, SEfe ^efl^ ^ 

H XML ^ ^rS. Si7l nfl^-o]4. 
<42> ^13 *H ^J± F_37]- ^A*b o]^, a. ^v^ofl 4§ o]^ 33.^ /g 

"flBfcflolell- «flA] ^ofl <33*H ^ #^ «t, ^ *IH SJKhash value)* °1 
-g-SH °l-f-°1^7l nfl^l, SjiH XML ^ ^iLfe tfl-§- XML dM^S] 

<43> ^14 ^iL F_4^r ^eHH^ ol^4 <y-Ji^- 7l ^Jif 21^1^. 
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<44> *fl5 *IH F_5^r ^-g-^ efllM- S^Kr o]^ efl^i ^-g-sl 

efl^o] ^ efl^<?]^ iE^r ^ efl^o]^ <*)^-# S^tb^-. <« §<H , F_57> 
'0'J°3. ^-f^fe $1^ 31 a^l^Ji, F_57> 'l'S. ^ 

^Mlfe 31 3l*t 0 J-8: 3.*]^-. 91^ 31H #31zM- 

<45> v L ^Y ! v\]^}o)k\ s E |olu]fe HeflzL^H HHeI <8^-§r Sffl, Befl 

i^-fVcf. o^li- s-o} ( ^>u)-o) DflEfcfloiEi^ SEfla^e cfl o] E| ^ XML 
3. #31 DUEj-c-flolE] ^ -^-H5l(sub-tree)olt4. 

<46> oflEHHEi ^3HH ol^ ^iL^ nflEHMEi <*1 
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<47> 



c-flolEil; ^ *H*. *fl2 *W ^Ji F_2-fl ^ *W ^ 

f-^Sl S.^^- A}-g-*H uflE|-C-flolE| 4o]^iH ^iLl" ^Kr ^£ 7> 

<48> o]^ a^ ^^authentication signature information)^ H ^J±^r #2. 

^ ^1 K7> ^2 *W ^Ji F_2<H1 ^«fl J^fc *H ^ ^« 1* 

^ofl #<g*H ^4 ^^R>4. *WH^ tq-oix^H Wis, 

» AV-g-^^nV, AjEH^ 0.5L 1H^« ^>-§-*V^ A ^ ^ 

< 49 > £ 4 ^ ^oflA^ oflEHH^ ^Eflolui efl <g ^-§-3^ SOAP 

<so> £ 4ofl a}^ £0], o]^ £Q SOAP *l|cH if^°l . °fl^l 
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<5i> o]s. gig ^ 'Algorithm ID' ^iL, 'SignatureValueBaseType' 3jiL, U 

■Keylnfo' ^JSLtt £ 3^ af|2 *\)°) >gj§. F_2, *ll3 *)H >§J± F_3, ^ *1l4 *)H F_4 
1 'fl-s-W. 'Digest' % 'Signature Value' ^±L^ 5. 3^ Ie^HeI cfo)^^ 

B 31 Ji ^ IeMHeI A^tg ^ofl z]-zf tfl-g-^t)-. 'Authenticational Level' $ 
^ ^r%o\^q o]^ Hpi*>7l ^fV 3£L3*1, £ 3^ *fl5 *)H ^iL F_5 *1 

<52> £ 3 ^ £ 41 5.*]% ti}<2}. ^o], PflBHHfc)* 4=L^°)& 

<53> ofll- l-ol, z}-z]-£>) Hjfl^E cflolEi T&flg. ^Blr , 5L 51 

j£Aj£ a]-<2} zj-o] 7flA](520)S. <gs^ nflEj-c-flolEl-i- ^ 5liS ^#-^(522)1 

5^Bl 7l^sflA^ Ajtgs] Dfl4^]olBil-'?> ^(540)1 T^^Hr 3 

^ ^Jl, ^ $1^ 71 °1* ^-4^ BSfl 

zl^H t-flolEil- ^3 JIB ^Jis)- Sfe 7}^} A] €^f. 

<54> £ 6 ^ .£ 3 ^ 5L 41 5^1 € lEft-flolE^ ^Mu)§ A]~§-*V lEfdlolE^ 

eflt ^O^, £ 1^ ^HfcflolEl ^ ^(120) 5Efe A^l^ ^ 

A^(i40)1^i 4^3^ ^*r» *i^Rr *#£o]r4. 
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<57> 630<M HEfln^iS oflc^* *flX| ofl* *<H SHA-14 ^ 

o> sflAl ^^(secure hash algorithm)^ ^&<& 

SflA] A>-g-s>^cf. ^1^, ^3-°5L f-^Sf ^ ^r(one way 

function)^ JH§* i« 1H^« A>*^fe JtffW. 
<58> ci-^ 640^1^^ Esfl^B HH^sq- ^€ ^dH^ cfol^^H ^iL 

HH^i ^il* S^Hr ^D^MM^ ^H^» ^, °lt #2H£H3L ^ 

<59> AjBfl^ HEll^B HH^ E}<y# i^l*Hr WWH^3 HHfl^B t-flo] 

e^ 7 > ^^IH, tt) 620«\]*\9\ ^WH^I tH^B 49^*1 ^V^ 5 ^ - 

<60> cjTfl 640°1H *l|fcMM£] s^om^ ofl fe £ 3 ^ £ 4*11 H^s^ 

olcf. -^3^ #7fl 640^1 *MdH^ ^HM3 o]^ 1-SflZLl- 

*^*H *fl^ ^*M3 ^t]]o]^7\ £#*H=r v\W$}o)£\°\ ^eflZL^iH ^H^l *flE}- 
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<61> ^^^^.S., nl]Bj-C|lo]El ^Eflo]uiofl oflHft-flolE^ cH^E *3^-§r ^ A>-g- 

51 <£JLZ)^- ^ill- I" 0 !, ^1 520^1 ^ ^E^H^I cH^H ^^.1- 

£]^o.o. q.^^ <£jle|^ ^li* ^1^, ^JIE^ 

<63> SE^, t^E^He] §.Eflolulo]l ^ S| ^ HeflZL^H HI °) *\ 7> ^7fl <?] ^ 

JL ( ojS. z}-Z}-£] SEflZL^H Cfl O] ^Eft-lHEl Cfo]^^E #2} ^-fi- ^-E}-lfl 

<64> *11eHHe| ^-^ 0 lM°fl HBfl^B cflolEi7> 4^7H<y ^ 

<65> £ 7f £ 3 D ^ £ 4i ^l^CllolEl 3.Eflo]ulS. A}-g-*l ^Efc^olEi 

eflt <?}^ «o v ^°fl 5a°H, £ 1^ "fl^^M^ -t^l^B A^tH(i60)^Ai ^^tt Qx\ 
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<66> #7fl 71041 DflBl-c-flo]E-1 aiB ^ *W120) itrr *\*}^ ^ ^(140)5. 

^ oflEHM^ ^oim ^tb^. 

<67> #31 72041^ 4|eHM3 ^3HM^ sflcH *fli *)H F_l, 

<68> 7304H^ #31 7304H£) fefla ^ m^h fflEHH^I ^31 °H 

°fl ^efl^-^H « ^ «<^°1 3 #31 740 

O.S. ^*}:n., °o V ^°l 3-8-3*1 ^-^S. ^#3^ ^-'MItt #31 7423. 

<69> #7fl 740011 ^ 2 aJM ^iL F_2, ^ ^ 49^* #n *>-8-€ 

<^ <£^#* £ €*HHH *>-g-€ ^ ^ 

^€ 3^41^ A o v 7l <£Jiel# ^ #31^ 

<70> *|13 *fl<H ^S. F_3, ^ ^B^H^I S.^ ^^H, ^B^H^ ^Efl 

-i- <a^th=h 

<7i> #31 742<>fl^^ °flEHH^ ^-Eflolui 91^ ^*V# 
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<73> #711 7604Hfe &n ^€ EJfl^H tiH^ ^ ^S.^ 7 1 

#7fl 74<tfM <£jLi^, o|* ^flAl ^» *\}^)o)B\ ^ 

<74> #711 7704Hfc 7604M *AbH°13 3^ #31 750«H 

31 i^fil Ssfl^B HHeH ifl-§-*Kr ^3M3 4°l^iH ^J±» tilJU^H, ^ 
€ ^El-tflolEisl ol^el -ft J: ^Jfi- ^^tt^. 

<75> jEth W- og . -r^I€ *H&HH^ SBfloluiofl^ ^b^Mb] #^ 31 ^ l-Efln 

• 7> 3 2L^-sq<H ojo.^, #eM<£H ^1^1 ofl^elTflol^^ nflEHM3 #^ 31 

^o. ^.s.^- o.^ , oflEi-c-iioiE^ <y^oi ^ eflfs ^33&*r*l a=fe- aMfis 

^30^^ n^Aj pflEl-cflolE^ A1S] 

nflEHHEiSl A>-g- <*|^# 4^*Hr ^°1 7>^^>7fl 
<76> £ 8^ £ 3 £ £ 4<*fl ^WH^I SEfloluil- a>^-*V iflEl-cflolel ^*MM 

oj^ ^ofl £ 15] ^El-^olEl ^JL ^ *W120) Aitili 

<77> #711 8KHH^ &&S\S= ^El-C-flolEil- AflzHjiH #^S- 

oflA-i <m» i-^ *l-M-sl hsu^I cfl^v ssa^ ^ # 

<78> #711 820-11 H^fl^H ^O lE i# ^oflAj ^°1 SSfl^H CllolElS 
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<79> #31 83(HM HHfln^lH cflolEil- *flAl ^ofl Aj-oj^oJ £<H*l 

<so> 840^1*1^ #31 830^ ^€ ^leHH^ rfol^^H >§iLS]- <y-J:S}- ?1 K» 

*fl A l ^^^V^ ^1^-t-llolE) ^tsj( metadata authentication signature)^ *8 

Al*l 4°l^liH ?§iL«- ^^^>7l $l*fl ( n*} ^» a>^V^^-. ^3il5L 
*fH ^ ^«o V ^ f-n^ 3fe 4^ >M"8-*}fe- ^£ 7Br*}4. pfl 

<^ <y-S2l- €4. <^7HlAi ; ?1 L-i- Af-g-^H #3.3^ #3.31- 71 K E(K)2f 

-H £tf. 3l#€ #-£5}- 71 E(K)tt PflHl-c-llolEl ^Efloluiofl Aj-^Sjo] &#S\7)^, SE^r 
IH^I ^flW# ^sfl %*}3- #^24. H^r, #3:2}- 71 L^r tH^l iL# *fl 

<81> #31 850^)1 A^ AjEM^ HEflZL^B OHEi^ tfl-g-sHr *flEHl 0 l^ 4°1^B 

*jli, ^Bfc-flolE-l a^, * ajeh^ Hefln#B HH^S] S.^ iWfe 

<82> #31 850<HlAl ^5}^ nfl^^olEi ^Mv^ 6\)^ £. 3 * £ 4<>fl JE^ 5| 

3L^, ^i^JLil. #31 850^^ v])^)o]b\ ^M^s] o]s ^-eflzLl- 

*fl^ "ll^H^ ^Ellolu|7> £#*Hr ^El-dlolElol H2flZL#H dM^«ll ^e}- 
dlolEi ^Eflclui Ellto] ol- HT-^ol 3-§-3&-§~8- 44^4. 
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<83> ^l«^O.S ^E^H^ ^tflolui^ nflEHH^ Cfoj^^E /.Ja^ ^ 

<84> SEth Hefl^-^H flH^ ^jlLfe Pl]EfcflolE'1 cH^e ^ ^ o] 

^ ^Ji» ^^*>7l ^sfl A|~g-S) HHfln^iH t-flo]E^ i^o] ofll- o]£ XML 

^Ji ^ ^4^o)Ei o]^ A^ ^Ji ^.g. L|E]-Lfl^ iO]E^ ^^.7]- ^1 i 

<86> £ 9 ^ JE. 3 ^ £ 4 ofl JEA]^ ^Ej-dHEi €-3HM» Af-g-tl: nflHfcllolEi SBfloluj 

31 *§ 91^ y o V ^^l Sa^I, S. 15] fflEHHEi #HH£B A^(i60)^lAi ^S\±r Hx} 

<87> #3] 9KWH^ ^E^HeI S-^E ^ A^(120) iE^r A^(l40)5. 

W ^WH^ ^|o|t1f ^*V4. 

<88> #7!) 920^H^r ^r^M ^l^HH^ ^MMS} ^6\] ^1 ^ ^JS. F_l, 

<89> Cj-Tfl 930°lM*r ^Tfl 920°1H #2flZL ^ ^-4, «fl^ nflEHHEi ?3MM°fl 

#■93 ^afl^B cflolB^l t^sfl Hj-^ol ^-g-^ ^o.S. #31 940A5. 
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<90> 9404Hfe 42 *W 3ji F_2, ^ W 3*fl 

oi> Si^V, *«3 *H 3iL F_3, ^ HeflZL^H cflolE^ ^Ji* 

<92> ^-7^1 94<HHfe ^mc-flolEi ^Eflolu| %)^°\ ^ ^3.^. 

<93> i£7\} 950<*«H*r t^eHHbHH H.5flZL^H 6 H tfl-§-*Hr 

<94> C^-Tfl 96(HHfe SSflH^B CflolE-ISsf DflolEi ^^-°fl T^Tfl 

940^1^ ^€ tJlE)^, 4|« ^flAl ^1- A>-g-*H pflEl-cflolEl 

<95> ^-Tfl 97(tfM^ ^B}ojo}H #*H1 ^1 L# A>-g-«H 7l K 
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<96> #31 980^1^^ #31 960^ ^£ *1|eHI 0 13 cfol^^H ^S-Q ^is^^ ?1 K 

^E^H^ A^ S # M 

<97> #31 990^1^^ #31 980^1^ v\]^}o]b] o]^ a^ ^^.sl- #31 950^ 

<98> a^^o.^., ^ai^ pfl^^oi^l €-^)°lM°fl^ *MtiHEi e,i^ S/> 1 

^ 31H #Sfl^-7> D| if-£lol olooj, #5}ol^E ^ol oflS^^ol^^- ^B} 

<99> ol-g- 7^*V ^-o] yj-i^ol ^^fl^. ©le^ o|^- ^ *>q. 

^ *7fl?] (public key)* 7.}-g-*V ^"Jl ^ ^ (cryptography) o]t±, °1 ^-f , A^li 
^a}tt ol ^71 (secret key) ^ ^711713. °l^-<^ f ] _ a, (K_s, K_p)« il-fr^ 

K_s* A>-g-§><^ ^Al^ofl A^tb^-. <^7H>H, K_s^ K_p^r ^7fl7]# 

<ioo> #eH£H #*l£r ^13^ iif ^7fl7ll- a^*rfe 7>^^4. 

#£r°l^H7> A^-i- nflEfrHlolEi ^l«Mt ^*\*}$= #eH«3H 

^E^H^ ^Eflolui7> ^i^Sl^r A^tili ^91^, 
i afl^HI cfl-§-^ ^711 71 R_p# ^^-W. #eH°lH^r A^ol -B-jLtb^l 

^-¥-1" &9li5}7) #n ^7)1 71 # A>-g-*Vcf. 
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<101> olfrHH^, j^oj-o. 0.^1^7] uflEHHEi o]^ Jl^ ^ ^ off 

tflsfl Jit)- ^13-° 3. ^*rtr. 

<102> ^^^olt^l cfltb -*£<?]-§: -£M*l-7l ^*lH^r ^Bl-C-flolE^ <*H1^ ^ ol-g-ofl 

3^tr ^(authorization rule)# i42r°> 0 leltr 91^ *k*}^ °B1:S^H 

(view), ^(modify), ^ ^V(copy) 9X^. *l^£r <^1^» ^4 ^ 

Utr ^>-g- ^Hi=f. ^E^H^ ^ ^ 4a>1- ^<^^>7l s%n*] 

<105> S *V ( ^^cflolE^l cfl*V Jio}^- -^-Xl^>7l ^*lW^r t^E^H^ 7 |^^ 0.7) y} 

^IL^. t^E^H^ ^ ^o>, ^Efc-flolE^ ^ ^^-^ ^ 7>^1 HL^r 

H2fOl^Alsq- cflo)E^ ^^>J1 <^ 7M ol o-s. <£J:3HI 5g&7\ 

^ fE|o]LK container)!- ^Sj-*)- °.3.*) -ff*l€ 9X^. ^tr, eflt^H^ <y- 
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<ioe> ol-HflolHfe, S^i^^l a] ##1Kuni_directional) ^ 

4 «o v * (ATSC.DVB) , W ^ (Direct TV), ^H^ TV, ^ ?fl^H^-<=»l 
olfA B€^(transaction)4 ^ ^^.^ H«r* ^*fl a>-§-£]^ 4^ ^ 

(return channel)* ^SVJ^r ^«^(uni -direct ional ) <=>\^ 7}^ °1 

<108> *\EL$]\o] 7>°g^ ^71^- ^41 71 ^ °1^8r 

-g-^H Tl^i Ala5lH(common secret)* ^-fVW. ^7HH, ^ *}EL?)^ ^7} 

<109> *fl^i ^r^HH^-, IE— SS-S.^- (handshake protocol)* A >-§-^>^ , 

^^€^r. *fl^ *1H3.^ 4^ 7l» A>-g-*H * °1 * 

Afl^l* A r-§-^M 4^21-21^. <£jie| ^(digital signature 

algorithm: DSA) ^l^H (media access control: MAC) -f-^f ^-c: 
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<110> 2Lth ^ «:^HH^r #5M<2B/Ai^ <y^gr ^ism ^ ^13^ 

<111> o]^ ^-ol, ^E^HeI SLOM- nV^). 7l ^Al 7 l^ ^A] 7 1 

°11 <?1^ 0 1 °1^*U, cflolE^ o]^ ^ nflolE-11- oJ-Jl^H 3^Rr 

<ii2> oi^oflA^, ^ ^ efltgoflA^ TjflEHHEiofl cfl*v ^.5: «J-^H1 « 

71 #$th 

<113> &C>H3 oflE} C-flolE^ JijLS}- ^SH f ^A} 7 ] ^ ^7^ 0]^o_ ^ 

& efl^oflA^ ols^ xljl) pflEfDilolEl Ol^ ^ 71^ -B-^l^ «^ Al^EA $)^}*] o]^o] 
*14. 

<114> ofl§ E-c^, t}-^ ^-fofli^ SOAP + ^)ol fil 

tflJ-^ *ti<i^ ^-f^fe, a^ ^iUr SOAP -§-^ A>-g-^H *r 

5!i^. °1 , -£ H°fl w>sf ^o], a^ SOAP SflcH Ifs)^ Si ^ . 

Cfloltl ^l lt^ c-flojEl ^-i-^ <y-jrsHi ^ 514. 

<115> £E?1, 4^ efl^oflA^ ollEfDllolE-1 JiS.«4 oj-EfloflA^ tjj-^ ifloflAi 

^ nflEHWEjS] 5J 7]^ ^EftflolE] dJAfli g A]~g- ^0)] tfl^ 7 1 
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<a^-Al ? ]jL, o]l- <£jr 3^0.3.*) 7H?*r4. ail, nflEHH*)^ 5-^ Jf^l #jL5}-£] 
7} 4 -fr^l^H^ €-2-7> &4^r ^-1: » Af-g-^H, #^5}- 

3L^f ^^7> ^£ i^l^^olE^ JL^ « «.g- 44^£r ^oj ^^>cf. o]£^V 

€3 ^ £L3:(right management protection: RMP) Al^ofl o^sfl o)^*]. M 
^i7f -ft^Tr *r $14. ^ « A>-g-f-A^, nfl43l 

<117> S*V, ^l^C-flolE^ ofl^ ^ A]~g- *flO^ ^^W^T oj}^ ^ A]~g- ^E) 7] 

^(standard access and usage right description) ^ °H rfltr 7 &AA ^-S-s}cf. o] 
4 #M S.^ 7]^( s tandard description)^- XML ^7144 ^Eflt- 3*f7i4 SE 

^ o^Dll- ^ S>44 3^-2] Jl4l4 ^Bfll- ^ olcf. 

433: 7l#-§: ^^dl ^ 01^ 7]^S] 5L^#^ XrML, XACML, ^ SAML ^1 

&4. 4°1^ 7l#(license description) ^ 4-8- fl-^(usage rule)£: ^43]4e15. 

<118> ^tl-, ^]Efcflo]E^ A>-g-o] 7l#^ ^ 5Ufe ^^<?1 ^4444^ ^f- 

7> ^fl^o.s. ^ :n444, *JHW4-§- *fl4* iL4 *V7l 4*fl, 

A>-g- ^3]^- =g^Kr 3 £.3. *B^}tt ^JE 7>^^>4. 
<119> 2E*K o]Eit!- §-^14 <3#^ ^^l^/Af-g-4 RMP Al^eflo))Aio] ofl^e) 

Tflol^ ^EHH^Capplication program interface: APD44. 
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A}-§- *)o] $3.7} TVA RMP Al^ofl ^5} 5}^ ^-fofl ^o] , ofls. 

(export) ^r^tr^f. 
M SOAP *IM*|Sr ^ ^wj-^ 4 4^ ellH 

<122> ^ ^o^o] oj^o. oi^ ol o]s^^- pflBl-C]lo)E^ ^13^ « 

S-9lt\% ^--§-*H 91^ 33 US SOAP ^Al^l o]^o^ oj- 3^ 

SOAP ^1*1^ ^£-°fl oflE}cflolE^ ^ cfltr i^El^ ^1 *flc] 

<123> ath ^ ^ #*1 Jl^-S)^ efl^oflA^ 

^^l-^f. tr$, ^-^^ (transport independentnessH efl 

^ 3E^ SOAP °1W*1 « <^°] 6]e]tr -2-^ 2:^* ^ ^eMH £ 

SOAP *1H*1 €-§-^1 i^lfe ^E}ci)olE^ H7)±r sfl^Sl 3.71 ^.cf ^ 3.71 

^itr ^ 311 Aj^ofl ^fe W# J£<£ 

^leitr ^4- -n-*l€ ^-2.7> £4. 

<124> DflE^jolEl i^2l ^A"!^, SEflom * SOAP 311 ^1 ^ o] ^ASfl}. ± 
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<125> iiS)- ^Al^l A>olo) t^o. ^ ^ cofl OJ^^S., 

<126> i ^-^1^0.5., ^7> inS^IH "IWH^ o)^ ii^S-^-Ei ^ 

A]^ ^iLl- A}-§-<5H o]^£]JL, AflS.^; ^SL7> ^ 5^ , 4~§- tHS ^ 

<127> , ^ 7fl^ t£f i^SRr ii « ^>-§-^t ^EHHEi 

(authenticated) °] ^, ^flS.-gr ^17} M-eH*t ^ 

<128> -g- ^*HH ^3=1*1 £ A>^vfloflAi ^7H1 ^tb 

<129> g:^. ^^S. %l^r ^ 9\±= 7}^^M 3^7} *r 5^ 3=3. 

>M ^*Kr 7>^}4. ^^7> ^ 71^-nfl^l^ ^E| Al^eflofl o^} 

-i: *r 71^-nfl^oj ^1 ROM, RAM, CD-ROM, 7>7l Eflo]s _ s}£c1a 3i 1-3.4 4 ^ 

a, *Hfl4=) *fl-E-S], ^^olE-1 ^o] olo B ] j S *V ?flS}cH ^o]H. (ofl^ s-ol ol 
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«>Sf ^-ol M. ^ofl rq-S. TaJjBj.eflolBj ^ofl 4^, cflEH] <>1 E| 

3717]- til ill ^ H7] nfl^l, ^^5]^ 2fl^£] ^» #^ Sh^l^r 3 

°1 7>^^>C}^ jL2j-7> SUCK 
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(a) #^3^ DflE^c-floiEil- /lln^B. -g-**H 4^r?fl^ £efl^ 
H 3H3» ^*Kr #31^, 

(b) Hefln^B 3] o] ^ % ^ EhU^S t-fl o] 1- ^^Hr #711^, 

(c) ^"71 Hefl^ulE C-HolE^S-^-E) cflEHH^ ^gti# ^*V^ #7fl 

(d) #7l HHfl^S Cflc-|E|^ ^71 uflEft-HolEi ^^.S #7l 

o]E] ^^.4 ^1 ^^s>^ ^741# 5LW^ 534- ^HJ <5Rr • 

2] 

^-g- *Vtt 
3] 

=1 SeflZL^iH Ei 7} oj^l XML i^^l afe aj^H XML i^^l* M-^Hfl^ ^J* 
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[^t 1 * 4] 

5] 

*ll2*ofl 31°]*], ^7} *\Wn°]B] ^]}o]^o\)^ xjflEHHEl^ 91^ eflt* 
silt «2fl^.7> u-l 33-8: ^3-2.3. ^ «o v ^. 

6] 

^(oneway functional <2°1^ ^eHM^ 4°l^iB ^SL<?1 

[^T 1 * 7] 

^16*oH1 <#7] *^r^ *fl*l ^r(hash function)*! 

*Rr . 
[^^* 8] 

*m*°fl 4 v 7i pflB]-c-i)oiEi *m #jlsi- ?i«- *\^\^ 

v\M$}o}K\ o]^ *)r$ ^*Rr #3l« 3 X**M , ^^HH^ o] 
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9] 

[3^8- 101 

[3^*8- 11] 

^ nflBf^olEi ^ ^i^r 2-91^ ^ 91^^ 7 A^ ^$<LS. <5>^r ^ . 

12] 

HEflZL^H cfl-§-S>^ ^Ef^olEi ^iL ^ ^ ^^.^ £.91*-] ^Ji 

[3^*8" 13] 
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(c) #7) (b) #3HH ^£ cflEfcflolE^ ^7) (a) ^€ 
14] 

*U31M1 5^*1, ^71 ^Al^ H2fl^B Cfl-I-^ *flEHH^ ^ 

[^^J- 15] 

^13%H1 5U<>H, -SM 3He1 *flEHH^ 3j± ^*fl a> 

-§-€ Esjj^B ^1^1^71- oj^l XML 2L«S XML 5.35*1*1* M-^tfl^ 3}^ Jf- 

16] 
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17] 

*\)14*M 91°]*), #7) ^M^]o)b] ?Ejlom^ v)Mz\]o]b\ o]^ eflt-i- -iR^Kr 
18] 

[^T^ 19] 
[$^8" 201 

tfl-§-*Ur ^^-7} ^^M, H2flZL^H Cfl-g-^ ^E^M^ 

^ii^ ^*fl g^fe 5} -ft- 

21] 

(a) #71 uflElc-flolEl 5L5flZL^E dlolE^- o] ofl cfl-g-^ *flEHH^ 

^SL, Eefln^l cfloiE]^ Ef<a uj-Bj.vfl^ cfloiE| >gji, DflEfc-lloiEi 

*<m, ^ ^JiS^ ^]1 <y-5lS)-7]l- ^4!*Kr ^7)]2f, 

(b) ^71 ^Al^ ^]B]-i:-flo]El HeflH^iH tfl-§-SRr C-flolE^ £^ A> 
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(c) #71 <&$-^%. 1 °J-S3>)-7lt- #71 #el-ol^Hofl a-}#=1 *fl2 <£JLS|- 

7l» A>-g-S>a} ^Jr^Hr ^l^, 

(d) . #71 >$#3 ^WH^l ^^.21- #71 4^Sl-€ *)U ^S^l* A>-g-*H 
DflEl-C-llolEl ol^ A^ ^^.1- ^3Hr 

(e) #71 >$#€ DflBl-CflolBl A^ Aj-7] + ^iBl-CllolE^ O]^ A^ ^ 
tllJU^H, #71 nfl^cflolEl^ ^*Rr #3l» ^ 

22] 

^1121^H1 #7l *HeHH^ ^iL^b #7l Ajifl^ Hefl^B 3Hb1«- 

^#1}= tHr^fl ^3- 3Mb] 4°1^^H ^ u o Vl 3 

[*^# 23] 

*)122#<>)1 #71 ^rfe *H*1 ^r<y §m 

[%^# 24] 

*)121%M1 Aj- 7l nflEj-HH^ o]^ a^ ^7} >$#3 pflEl-c-flol 

e-1 ^^-^ 4^3l-€ 711- <a#^= ^Ml ^^^H ^°1^1 3 

* ^HJ S}^r 
25] 

*H24#<H1 A^H, aJ-71 <y#^ ^flAl ^ o] ^.g- ^ 
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26] 

^121%H1 9X°]*\, (a) #3HH *r*!€ HHfl^B ojofl tfl-g-^ 

Dfl&l-cflo|Ei ^iL, HeflzL^iH ^Ji, ™H^-ifl 0 l"N *\*$ 3Jj£, ^ 

*fll ^JlsMtt *H-s] ^Bfc-Hoie^ SEflom^ ^Aisl^ 3}^ o. 
5- ^ #5} ^ . 
27] 

*H21%M1 ^71 c-flolE^ ^JS-^r t^E^H^ <^fl A> 

-g-£ Esfla^ cfl oj Ei 7> o] XML 5L^<?]*1 ^ XML S^tHl- M-^i^^ ^ 

28] 
29] 

*fl26^1 5U<H*1, ^1 PflBfC-flolE^ fE|oltio)]^ ^WH^ efl 
91^ 5111 #2fl^7> 5E^£H flfe ^<L5L t>\^ «o V ^. 

30] 

Hefln^iH tfl-g-*Kr fflBHHEl 31 Ji ^ <?1^ ^ ^ife i^l^ 3^ 

<hi em s^^m 3# ^hj *m u o v ^. 
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i5L 1] 



140 




□l|Ejqo|Ej A 



120 





2£ n% 



(b) 



J : o||EMH|o|EH sqoiM 



(c) 



: nmqiolEj 



44-37 



1020030013002 



#^ «J*>: 2003/4/2 



[51 3] 







F_1 : #aH3 

F_3 : SM OJo|EH SM 
F_4 : ?\ «M 

1 . I— U c= err M 

• 
• 






* 




• 
• 












CflO|Ei 3 

• 






• 




N 

N. 

\ 

\ 

\ 

N. 

\ 

\ 

S 

\ 

N 


AIM Dl|EW0|El CfO|R|^- BM 
fc!S 

MI2 DilE^qiolE-l ^0|A^H SM 
H2 21% a|B SM 




\ 

\ 


• 



[£ 4] 

<SOAP:Envelope ...> 
<SOAP:Header> 

<Signature fragref ID = 1 > 
<Algorithm ID=1> 
<Digest> ... <\Digest> 
<SignatureValue> ... </SignatureValue> 
<Keylnfo> ... </Keylnfo> 

<SignatureValueBaseType>Text</SignatureValueBaseType> 
<AuthenticatioinLevel>Transport</AuthenticationLevel> 
</Signature> 
</SOAP:Header> 
<S0AP:Body> 
<TVAmetadataFragment id=1> 

<Programlnformation>...</Programlnformation> 
</TVAmetadataFragment> 
<TVAmetadataFragment id=2> 

<Segmentlnformation>...</Segmentlnformation> 
</TVAmetadataFragment> 
</S0AP:Body> 
</SOAP:Envelope> 
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IS. 5] 




[S 6] 



•610 













em tin 



— 620 



— 630 



qo|Ei 5°S! SMf s&SFb 



— 640 
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[5- 7] 



o«Em|o|^ 5E||o|M ^£1 Ef*8 —710 
t_ 

lAiFjaypJ f 

720 



TRUE 





/74Q 


5°a q|o|Ei 7 


sm 




FALSE 





^742 


□jEiqo|Ei t 


i6||o|M ana 



□|EfC||0|E) 5EOO|MO|A| ^S£| 
D|EfCflO|El gS BTfl 



— 750 



Z 2H 



— 760 



aj 7 | n^sj nflE^qiolEi CfO|K)~H 



— 770 
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( A|5J } 



— 810 



— 820 



oHE^-flojEi c^|Ai£iH SM W L^l 



•830 



A1S B7fl 



— 840 



E2I2^£ q|o|E-}^J Cflo|E-| 2oj 
SMS SftSfe DilE^i|o|Ei EEflojM 



•850 
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9] 



I 



910 



-920 



TRUE 



940 




FALSE 



pi qo|Ei 
3^ 8*fl ' 





x 942 


£JS il 



Ai3, a q|o|Ej 2g! SM ff^ 



-950 



— 960 



7| K &n —970 



I 



□||E}E|0|C| CtO|X|^e SSi2| 



— 980 



DjEfC|0|Ei £jg AiS S*f 

ftjqfi o|e}e|o|e| Hajzie^ 
qo|E)o| q§sfe p||Em|o|E) °jg Aig 

S U|2, S! DiEfq|0|E) ^E||0|M 
E|1^0jAio| DUE^OIEJ °lg (H¥ EJB EMI 

I 



— 990 
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[-£ 10] 



SUCH 




• • • 

- 2iS SA| 


• 






(MCA or Digital 
Signature) 
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{S. 11] 



<?xml version=*1.0" encoding="utf-8"?> 

<SOAP:Envelope xmlns:SOAP="http://schemas.xmlsoop.org/ soop/ envelope/" 
xmlns:xsd="htlp://www.w3.org/2001/XMLSchema" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
<SQAP:Header> 
<wssec:credentia!s xmlns:^-^^^^ 

<ds:Keylnfo xmlns:ds= , 'http://www.w3.org/2000/09/xmldsig#" ld="SigningCertificate"> 
<ds:X509Data> 

<ds:X509Certificate>MIIH1zCC8r+gAw!BA...</dsO(509Certificate> 
</ds:X509Data> 
</ds:Key!nfo> 
</ wssec:credentials> 

<wssec:integrity xmlns:wssec="http://schemas.xmlsoap.org/ws/200l/1Q/security"> 
<ds:Signature xmlns:ds="http://www.w3.org/2O00/09/xmldsigjl"> 
<ds:Signedlnfo> 

<ds:CanonicolizationMethod Algorithm= "http://www.w3.org/TR/2001 /xml-exc-d 4n#"/> 
<ds:SignatureMethod Algorithm = "http://www.w3.Org/2000/09/xmldsig#rsa-shar/> 
<ds:Reference URI="/> 
<ds:Transforms> 

<ds:Transform Algorithm= "http ( ://schemas.xm lsoap.org/200 1 /1 0/security 

#RoutingSignatureTransform"/> 
<ds:Transform Algorithm = "http://www.w3.org/TR/2001/REC-xml-c14n-200103157> 
</ds:Transforms> 

<ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig|sha 1 "/> 
<ds:DigestValue>j6lwx3rvEP00vKtMup4NbeVu8nk=</DigestValue> 
</ds:Reference> 
</ds:Signedlnfo> 

<ds:SignatureValue>aiYECAxNqK2PivQaRweWajXup52Ja...</ds:SignatureValue> 
<ds:Keytnfo> 

<wssec'.licenseLocotion> 
jjfSigningCertificate 
</wssec:licenseLocation> 
</ds:Keytnfo> 
</ds:Signature> 

</wssec:integrity> 
</SOAP:Header> 

<SOAP:Body> 
<!VAmetadatoFragment> 
<Programlnformation>.....</Programlnformation> 
<enc:EncryptedData> 

<enc:EncryptionMethod Algorithm="xxx__algorithm"/> 

<ds:Keylnfo> </ds:Keylnfo> 

<enc:CipherData> 

<enc:CipherValue>9osy8Tw2+HcSHftHg...</enc:CipherValue> 
</enc:CipherOata> 
</ enc:EncryptedData> 

<enc:EncryptedKey> 

<enc:EncryptionMethod Algorithm="yyy_algorithm"/> 
<ds:Keytnfo> 

<ds:KeyName>Pub!ic/Private Key for WA metadata</ds:KeyName> 
</ds:Key1nfo> 
<enc:CipherData> 
<enc:CipherVaiue>CCBPowCwYDVROPBA...</enc:CipherValue> 
</enc:CipherData> 
</enc:EncryptedKey> 
</TVAmetadataFragment> 
</SQAP:Body> 
</SOAP:Envelope> 
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